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(57) ABSTRACT 

An existing video game system is modi?ed to include 
additional communication and storage capability via a 
modem and hard disk drive. In accordance With one embodi 
ment of the present invention, the primary system security 
features are incorporated into a video game system expan 
sion device having a hard disk drive. The security system 
does not rely on the relatively insecure video game system. 
The present exemplary embodiment focuses security control 
in a disk drive/mass media controlling engine Which is 
physically disposed Within the expansion device housing as 
close as possible to the hard disk drive and the doWnloaded 
video games and other data it is designed to protect. Security 
features are incorporated into, for example, a disk drive 
controlling processing engine to provide security features 
Which extend far beyond simplistic passWord systems Which 
have heretofore been utilized in conjunction With disk drive 
controllers. In accordance With an exemplary embodiment 
of the present invention, the disk controller also incorporates 
an encrypting engine Which encrypts in accordance With a 
highly secure encrypting algorithm. A further level of secu 
rity is provided in the illustrative embodiments by partition 
ing the hard drive into various partitions Whose security/ 
accessibility is tightly controlled. Each application program, 
e.g., a video game, has a predetermined number of private 
partitions, including a read only encrypted partition. 

99 Claims, 26 Drawing Sheets 
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FIg . 8 

NAME R/w DESCRIPTION 

DISK STATUS R READ: DISK STATUS 
LBA WRITE W WRITING TO THIS ADDRESS CAUSES THE CONTENTS 
ADDRESS OF THE SECTOR BUFFER TO BE WRITTEN TO THE 

LBA POINTED TO BY THIS LBA WRITE ADDRESS. 
THE BUFFER COUNTER IS RESET. 

LBA READ W WRITING TO THIS ADDRESS CAUSES THE CONTENTS 
ADDRESS OF THE LBA POINTED TO BY THIS LBA READ ADDRESS 

TO BE READ INTO THE SECTOR BUFFER. 
THE BUFFER COUNTER IS RESET. 

12C 80’ OWN R/W ESO=O 
ADDRESS REGISTER READ/WRITE: OWN ADDRESS 

12C S0 DATA R/W ESO=1 _ 
REGISTER READ/WRITE: 12C DATA 

126 S1 CONTROL R/W READ: STATUS 
STATUS REGISTER WRITE: CONTROL 

120 S2 CLOCK R/W HEAD/WRITE: CLOCK SCALE VALUE 
REGISTER 

12C S3 INTERRUPT R/W ES0=0: HEAD/WRITE: INTERRUPT VECTOR 
vECTOR R ESO=1: READ: INTERRUPT vECTOR ACK CYCLE 
MODEM IN R READ: MODEM STATUS & DATA 
MODEM OUT R/W WRITE MODEM DATA 

READ MODEM OUT STATUS 
MODEM OUT W SEPARATE REGISTER TO CONTROL MODEM 
CONTROL WRITE FUNCTIONS 

RM 512 BYTE SECTOR BUFFER FOR THE HARD DRIvE. 
THE POINTER INTO THIS BUFFER IS INCREMENTED BY 

SECTOR BUFFER FOUR BYTES EACH TIME THE BUFFER IS READ 0R 
WRITTEN. AFTER 512 BYTES ARE ACCESSED THE 
POINTER WRAPS AROUND. 

vIDEO/INTERCAST R/W 
SPACE 

R/W READ: EXPANSION DEvICE SUPPORTS A SINGLE, 
s2 BIT INTERRUPT STATUS REGISTER FOR THE 

INTERRUPT STATUS vIDEO GAME SYSTEM. vARIOUS BITS WILL BE 
REGISTER ALLOCATED TO PROCESSES AS NEEDED DURING 
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